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1.An e-commerce site reports credential stuffing on /login.
Which FortiWeb feature is the best immediate fit?

A. Configure HA heartbeat timers

B. Disable HTTPS offloading

C. Disable signatures to reduce CPU load

D. Bot mitigation policy applied to the login URL

Answer: D

2.What is the primary purpose of FortiWeb API discovery in an environment where teams frequently
publish new endpoints?

A. Automatically rotate API keys on a fixed schedule

B. Automatically identify API endpoints from observed traffic to improve visibility and policy creation
C. Replace backend API gateways and service meshes

D. Encrypt all API responses with a Fortinet-managed key

Answer: B

3.Fortiweb mentions that some DoS protections rely on tracking client requests.
What feature category supports that tracking?

A. HA heartbeat used to track active elections

B. Report scheduling used to track monthly exports

C. Client management used to track request behavior

D. Certificate store used to track key usage

Answer: C

4. Which approach best reduces the risk of false positives when enabling application-layer DoS controls?
A. Set the lowest possible thresholds globally for all URLs

B. Baseline normal traffic patterns and tune thresholds per URL/behavior

C. Disable logging to reduce alert noise

D. Turn off client tracking to avoid storing state

Answer: B

5.A FortiWeb admin wants to ensure traffic reaches an alternate backend if all pool members fail health
checks. Where is this behavior typically defined?

A. In FortiGuard licensing settings

B. In web server / server pool definitions that support fallback routing behavior

C. In the HA heartbeat election settings

D. In the global DNS resolver settings

Answer: B
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