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1.Under which IBM Tivoli Federated Identity Manager Console main menu option would you find
the settings for logging and tracing?

A.Service Settings

B.Logging and Auditing

C.Service Management

D.Monitoring and Logging

Correct:A

2.Consider the following scenario involving customers of companies RBTelco and RBBenefits.
RBTelco is a large multinational company that outsources health care benefit management to
RBBenefits. RBTelco employees access RBBenefits resources through an authenticate-able
account at each company. RBTelco employees are being moved to a federated environment.
Employees will access RBBenefits's resources using Single Sign-On. When Single Sign-On is
enabled, all RBTelco employees will be migrated to the federated Single Sign-On implementation.
RBTelco employees will have access to RBBenefits's resources based on his or her RBTelco
authentication. After the migration, ALL access to RBBenefits's resources will be by Single
Sign-On from RBTelco direct authentication to RBBenefits by a RBTelco employee will not be
possible. RBBenefits requires that RBTelco identify each employee with an alias that is based on
a mathematical function using the employee number, social insurance number, and several other
variables (shared between RBTelco and RBBenefits only). They will use a Liberty ID-FF 1.2
Browser/POST approach for Single Sign-On between companies. The number of machines
required to support this environment when each machine is an Intel-based processor with 1GB
RAM, 10 GB hard drive, and RHEL 30 is:

A.2 = (TAMeB WebSEAL on one machine) + (remainder TAMeB and all ITFIM components on one
machine)

B.3 = (TAMeB WebSEAL on one machine) + (remainder TAMeB on one machine) + (all ITFIM
components on one machine)

C.3 = (TAMeB WebSEAL on one machine) + (remainder TAMeB and ITFIM runtime/management on one
machine) + (remainder ITFIM on one machine)

D.2 = (TAMeB WebSEAL and IBM Tivoli Federated Identity Manager (ITFIM) runtime/management on
one machine) + (remainder TAMeB and ITFIM on one machine)

Correct:C

3.What would result in this error message? com.tivoli.am.fim.trustserver.sts.STSException:
FBTSTMO15E The given TokenType or

the request is not supported by this server's configuration for

http://schemas.xmlsoap.org/ws/2004/04/security/trust/Validate RequestType and Issuer

A.An incorrect certificate has been configured at the Service Provider.

B.The resource being requested by the Identity Provider is not recognised.

C.The clocks on the Identity Provider and Service Provider are out of sync.

D.The partner realm name at the Service Provider has been configured incorrectly.

Correct:D

4. Which two security tokens may carry user attribute information as part of the defined token
format? (Choose two.)
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A.Kerberos

B.X.509 Token

C.SAML Assertion

D.Liberty Assertion

E.Username Token

Correct:C D

5.Which two commands can be used to query the status of WebSEAL servers on the local
machine? (Choose two.)

A.iv status

B.amstatus

C.pdweb status

D.pd_start status

E.webseald -status

Correct:C D

6.Company-A has created a web service application for use by both its trading partners. The
application requires a web services security request that includes a SAML token identifying both
the end-user and attributes of that user. The trading partners have agreed to submit a web service
request with a signed SAML token that includes both the user's identity and attributes of the user.
The SAML attributes will vary by partner but the application requires a consistent set of attributes
for example, the same set of attributes are required for all client requests. SAML Assertions must
be authenticated via validation of the token's element. Which scenario satisfies the requirements
of the application?

A.A WSSM Partner is configured for each trading partner. Each WSSM Partner configuration specifies the
mapping rules required to transform the identity & attributes received from the partner into those required
by the application. The signed SAML token of each WSSM partner will be validated with a key that is
unigue to that trading partner.

B.A WSSM Partner is configured for each trading partner that is not already part of a SAML federation for
SSO. The mapping rules for all partners must transform the identity and attributes received from the
partner into those required by the application. The signed SAML token of each partner will be validated
with a key that is unique to that trading partner.

C.The SAML token submitted by the trading partner is known to be trustworthy because its element will be
validated by WebSphere. A WSSM Partner is configured for each trading partner and each configuration
specifies the mapping rules required to transform the attributes received from the partner into those
required by the application.

D.A Web Services Security Management (WSSM) Partner is configured for each trading partner. The
signed SAML token of each WSSM partner is validated with a key that is unique to that trading partner.
Because all partners submit a SAML token, mapping rules are not required. SAML is a standard and all
elements of a SAML token must comply with that standard.

Correct:A

7.Click the Exhibit button. You have started with an EchoApplication.ear that has no WS-Security
configured. When configuring WS-Security on the EchoApplication.ear, which piece of the
configuration indicates that a UsernameToken will be required for Java Authentication and
Authorization Service (JAAS) login?
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Test System Configuration for WSS BASIC Configuration (W AS &)

WebSphere 6.0 1=c
Flid Console

S S R s R : ; _,-"’F- usedto CanigLII'E frust
¥ ehSphere Application : SR chain
Server Toolkit (or RAD/
W3AD) : At

ITFI Runtime
{includes Trust Service)

used for editing WS-

Security extensions i HiSpation - PDMGRD
3 authorizptian of the
; i web se?:;}mu\‘
i 5 PDACLD
v
E choClient
{echoclientapplication.ear) A Echaapplication IBR
W3-Secu : i : i
start with WebSphere's — {echoapplication.ear) LDAP 52

launchClient [ bat | sh ]

The hasic test scenario is

1. EchoClient application is started. and a function is selected which instigates a web services call

2. Regular WWehSphere W S-Security is configured for the client application. with-a callbacls handler that prompts the user for lagin
credentials (username f password:

2. The usermname and password are buit into a UsernameTaoken and sent in the S0AP header ta the EchoApplication.

4. WSSl is carfigured onthe Echospplication to call out to the ITFIIA Trust Service to exchanage the username token for a local identity
[SATAL Assertion.

5. Wia the SAML jaas login canfiguration, the identity infarmatian in the A uthenticationStatement of the S&1L A ssertian is used to build a
JZEE Suhject and the web service call executes within the context of that subject.

A.Caller Part

B.Token Consumer

C.Required Confidentiality

D.Required Security Token

Correct:A

8.What error condition would cause the error message below to appear in the logs? FBTLIB204E
No federation exists for this principal

A.Consent to federate was not granted.

B.IBM Tivoli Access Manager user account is invalid.

C.The federation being requested by the user has not been enabled.

D.The federation being requested has not been defined for this user.

Correct:A

9.What triggers the onsent to Federate page to be displayed?

A.The Consent flag is set in an incoming federate request.

B.The Consent flag is set in an incoming authentication request.

C.The Identity Provider configuration requires the page to be displayed.

D.The Service Provider configuration requires the page to be displayed.

Correct:C

10.Click the Exhibit button. In the IBM Tivoli Federated Identity Manager (ITFIM) Console, you have
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two different domains: domainl and domain2. Which steps would back up domain2 if the domains
currently appear as in the exhibit?
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A.Click the import and Export Configuration link, click the export Configuration button, and save the
archive.

B.Backup files included in /opt/IBM/WebSphere/AppServer/profiles//config/itfim/domain2.

C.Click the elete button to remove domainl, then click the mport and Export Configuration link, click the
export Configuration button, and save the archive.

D.Select domain2, click the take Active button, then click the mport and Export Configuration link, click the
export Configuration button, and save the archive.

Correct:D
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